AA&E SELF INPSECTION CHECKLIST

AA&E SELF INSPECTION GUIDE


	AREA/TOPIC
	Y/N/NA
	COMMENTS

	GENERAL
	
	

	1.  Does the SPP address the purpose, applicability, and compliance requirements of the SPP?
	
	

	2.  Does the SPP list the location(s) addresses and phone numbers for applicable facilities?
	
	

	3.  Does the SPP name an AA&E security officer and provide contact information for this person?
	
	

	4.  Does the SPP describe the SS&E security officer's responsibilities?


	
	

	5.  Does the SPP provide applicable definitions that AA&E employees need to know?
	
	

	ACCOUNTABILITY(AP 2.12):
	
	

	6.  Does the SPP establish an accountability system for categorized AA&E?
	
	

	7. Have written accountability procedures been provided to the procuring command/activity showing how accountability will be established and maintained? (to include inventories at specific intervals.)
	
	

	8.  Has the procuring command/activity accepted or approved the accountability procedures?
	
	

	9.  Has a copy been provided to the cognizant DSS office?


	
	

	
	
	

	LIGHTING (AP2.6??) (Required for CAT I & II; must be specifically  contractually required for CAT III & IV):
	
	

	10.  Does the SPP address lighting for production and storage areas (i.e. exterior lighting of sufficient intensity for guards or other personnel in the areas to immediately recognize illegal or unauthorized activities around the areas?)
	
	

	11.  Does the SPP address lighting for entrances to storage areas, buildings, and corridors?
	
	

	12.  Does the SPP address proper protection light switches (i.e. light switches on the outside of buildings secured to prevent accessibility to unauthorized persons?)
	
	

	KEY , LOCK and COMBINATION CONTROLS (AP 2.4):
	
	

	13.  Has a key, lock and combination control system been implemented?
	
	

	14.  Has a  key, lock and combination custodian been appointed?


	
	

	15.  Does the SPP provide for AA&E storage keys, locks and combinations to be stored in a separate manner from other keys?
	
	

	16.  Does the SPP provide for proper protection of reserve or replacement locks?
	
	

	17  Does the SPP state that keys and combinations are to be accessible only to authorized personnel?
	
	

	18  Does the SPP provide for AA&E keys to be signed for by authorized personnel?
	
	

	
	Y/N/NA
	COMMENTS

	19.  Does the SPP provide for keys to CAT I and II AA&E being 

secured in GSA Class V security containers when unattended?


	
	

	20.  Does the SPP provide for keys to CAT III and CAT IV storage areas being secured in a General Services Administration (GSA) security container or other approved security in accordance with AP2.4? (at least 12 gauge steel)*
	
	

	21.  Does the SPP provide for AA&E containers to be locked when unattended?


	
	

	STORAGE AREAS (AP2, 2.1 and 2.2):
	
	

	22.  Have determinations of the suitability of new and/or existing structures been provided to the DSS Cognizant Security Office or the contractor by the DoD Component as required by Appendix 2, DoD 5100.76-M? (NOTE: If no written suitability determination is available at this time, this fact should be noted and a description of the physical aspects/characteristics of the structure(s) provided to DSS.
	
	

	23.  Does the SPP provide for magazine and production structure doors to be secured by high security hasps and/or locks  when required?
	
	

	24.  Does the SPP provide for GSA approved Class 5 Armory vault doors and combination locks being used for vaults storing

AA&E?  If not, are the alternate doors approved under the suitability determination?
	
	

	25.  Are doors accessible from the outside that are not secured with a high security lock and hasp, secured from the inside with locking bars, deadbolts or padlocks, as approved?
	
	

	INTRUSION DETECTION SYSTEMS (IDS) (AP 2.8):
	
	

	26.  Does the SPP address IDS requirements when required by Appendix 2, DoD 5100.76-M?
	
	

	27.  Do the materials and equipment used in the IDS meet the criteria prescribed in Appendix 2, DoD 5100.76-M?

	
	

	28. Does the installation meet the established criteria under Appendix 2, DoD 5100.76-M?

	
	

	29. Is line security being provided in accordance with Appendix 2, DoD 5100.76-M?
	
	

	25.  Does the SPP provide for the IDS to be tested monthly and records maintained of these tests, for at least one year?
	
	

	30.  Does the contract have a current UL Certificate for each alarmed structure?

	
	

	31.  Are IDS being responded to in accordance with Appendix2, paragraph. 2.8.7, DoD 5100.76-M?

	
	


	
ACCESS CONTROL (AP 2.5):
	Y/N/NA
	COMMENTS

	32.  Does the SPP address control of vehicular and pedestrian entry into and exit from the production and storage areas control?

(to include parking prohibition within 100 feet of storage and production structures?)
	
	

	33.Are privately owned vehicles prohibited from parking within 100 feet of storage and production structures?
	
	

	
PERIMETER FENCING (AP 2.7):
	
	

	34.  Does the SPP describe perimeter fence requirements when required by Appendix 2, DoD 5100.76-M or if contractually mandated?
	
	

	35.  If so, does security fencing meet the guidelines contained in MIL-HDB 1013/A?
	
	

	36.  Are gates properly controlled and secured? Is the fence maintained properly and in a good state of repair?
	
	

	AA&E PRODUCTION LINE SECURITY (AP 2.9):
	
	

	37.  Have production line vulnerabilities been identified and does the SPP identify appropriate countermeasures?
	
	

	38.  Have such measures been put in writing and provided to DSS for review?
	
	

	39.  Are procedures adequate and effective?

	
	

	IN-TRANSIT SECURITY (AP2.10)
	
	

	40.  Does the SPP provide shipping and transportation instructions in accordance with guidance provided by the Procuring Command/Activity?  
	
	

	41.  Does the SPP provide for vehicles used for movement of Category I and II, AA&E on the contractor’s facility to be equipped with communications capable of alerting security and safety personnel?
	
	

	42.  Does the SPP address inspection of incoming AA&E shipments to ensure that seals are intact and for signs of theft/loss, tampering or damage, upon receipt?
	
	

	43.  If there is evidence of theft/loss, tampering or damage upon receipt of a shipment, does the SPP provide for an inventory to be conducted
	
	

	44.  Does the SPP address selection of appropriately cleared commercial carriers for AA&E shipments?   
	
	

	CLASSIFIED AA&E (AP2.11):
	
	

	45.  Does the SPP state that facility and personnel accessing classified AA&E must be cleared in accordance with the NISPOM?
	
	

	46.  Does the SPP provide for the protection of classified Risk Category AA&E in accordance with the standards of DoD 5100.76-M? (Example: High security padlocks instead of combination padlocks.)
	
	

	DISPOSAL AND DEMILITARIZATION OF AA&E (AP2.13):
	Y/N/NA
	COMMENTS

	47.  Does the SPP address the disposal and demilitarization of residual AA&E in accordance with instructions from the procuring activity/command?
	
	

	48.  If outside or “open” storage is required, does the SPP address the requirements described in Appendix 2, DoD 5100.76-M?
	
	

	INCIDENT REPORTS (AP 2.15):
	
	

	49.  Does the SPP describe the types of incidents that must be reported immediately to the FBI and local law enforcement and to DSS (within 72 hours)? 
	
	

	50.  Does the SPP list phone numbers for the offices and/or personnel that must be contacted upon discovery of reportable incidents?
	
	

	51.  When classified AA&E is involved is an administrative inquiry conducted?
	
	

	52.  Does the contractor immediately provide information on such incidents to the local FBI, BATF, and police offices as appropriate?
	
	

	STANDARD OPERATING PROCEDURES (AP 2.18):
	
	

	53.  Has the contractor prepared written standard operating procedures designed to ensure compliance with the physical security standards outlined in Appendix 2, DoD 5100.76-M?


	
	

	54.  Are the contractor’s security procedures available for review and approval by government representatives?


	
	

	WAIVERS/EXCEPTIONS (AP 2.16):
	
	

	55.  Does the SPP define waivers/exceptions and explain the conditions and procedures for requesting same?  
	
	

	56.  If such request was submitted, was the waiver or exception approved? Has a copy been provided to the local DSS office? 
	
	

	ARMS PARTS (AP 2.14)
	
	

	57.  Does the SPP describe how arms parts are to be stored in accordance with AP 2, DoD 5100.76-M?
	
	


*20 unless alternative already approved and still in use from previous edition of the 76-M

COMMENTS:
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